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Information Technology Executive Council
ITEC 7020-P

TITLE: Software Usage Restrictions Policy

PURPOSE: This policy establishes software usage and non-standard software restrictions.

SCOPE: This policy applies to software installed on Entity IT Assets.

ORGANIZATIONS AFFECTED: This policy applies to all State of Kansas branches, boards,
commissions, departments, divisions, Entities, and third parties involved in processing,
transmitting, or providing business capabilities on behalf of Kansas state government, hereafter
referred to as Entities.

REFERENCES:

5.1 National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) 2.0,
as amended

5.2 NIST Special Publication (SP) 800-53 Revision 5, as amended
DEFINITIONS:
6.1 IT Asset: As defined in the IT Asset Management Policy

6.2 Organizational Users or Users: As defined in the Personnel Security Policy.

6.3 Non-Standard Software: Software not included in the Entity's officially approved suite of
applications, including any software that has not undergone the formal approval process or
does not conform to the Entity’s standard software lists.

POLICY: This policy governs software usage restrictions for all Entities. Entities may impose
supplemental restrictions through specific policies, but these must not contradict the provisions
outlined here.

Entities must:

Software Usage Restrictions

7.1 Inform Users of acceptable and unacceptable practices related to the installation and use
of software, including open-source software, ensuring all licensing agreements and
copyright laws are observed.

7.2 Implement controls to ensure Users comply with copyright laws and license agreements
when using software.
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7.3 Track the use of software and associated documentation protected by quantity licenses to

8.0

9.0

10.0

7.4

control copying and distribution.

Control and document the use of peer-to-peer file sharing technology to prevent
unauthorized distribution, display, performance, or reproduction of copyrighted work.

Non-Standard Software

7.5

7.6

7.7

7.8

7.9

Establish policies governing software installation by Users, identifying permitted and
prohibited actions.

Permit software installations that include updates and security patches to existing software
and downloads from Entity-approved app stores.

Prohibit software installations that include software with unknown or suspect origins or
software deemed potentially malicious by the Entity.

Monitor compliance with this policy and, where technically feasible, implement automated
controls to restrict Users from installing unauthorized software.

Ensure installed software programs are free of malicious code to the greatest extent
possible.

RESPONSIBILITIES:

8.1 Heads of Entities must establish procedures to ensure compliance with this policy.

8.2 The Chief Information Security Officer (CISO), Executive Branch, is responsible for
maintaining this policy.

ENFORCEMENT:

9.1 Non-compliance with this policy may result in disciplinary action, including termination of
employment for severe violations.

9.2 Written approval from the Kansas Information Security Office (KISO) is required for any

exception to this policy.

CANCELLATION: This policy cancels and supersedes all previous versions.
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