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Information Technology Executive Council (ITEC)
ITEC 7000-P

TITLE: IT Enterprise Security Policy

PURPOSE: This policy establishes the foundational requirements for developing, implementing,
and enforcing enterprise information technology security policies, standards, and procedures
applicable to the Executive Branch. Its aim is to ensure the protection of the confidentiality,
integrity, and availability of information across all Executive Branch Entities.

SCOPE: This policy applies to all Executive Branch Entities, including all information systems,
networks, applications, and data owned, operated, or managed by these Entities. It encompasses
all IT security practices and standards required to protect the confidentiality, integrity, and
availability of information within the State of Kansas Executive Branch.

ORGANIZATIONS AFFECTED: This policy applies to all boards, commissions, departments,
divisions, and agencies of the State of Kansas, as well as any third parties involved in processing,
transmitting, or providing business capabilities on behalf of Kansas state government, hereafter
referred to as Entities.

REFERENCES:
5.1 K.S.A. 75-7238

5.2 K.S.A. 2013 Supp. 75-7203 authorizes the Kansas Information Technology Executive
Council (ITEC) to: Adopt information resource policies and procedures and provide
direction and coordination for the application of the state's information technology
resources for all state entities.

5.3 Kansas Information Technology Executive Council (ITEC), ITEC Policy 7300R1, Information
Technology Security Council Charter.

DEFINITIONS:

6.1 Security Policy: A collection of mandates, actions and required documentation governing
the security protections and controls of an entity.

POLICY:

7.1 Entities must implement an Information Technology Security Policy for their organization.
All Information Technology Security Policies adopted by the Entity must be at least as
stringent as this policy.

7.2 Entities that do not implement their own Information Technology Security Policy must
adopt this policy in accordance with the standards and procedures referenced in
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applicable Information Technology Executive Council (ITEC) and Executive Branch IT (EBIT)
Security policies.

7.3 Entities must regularly review and update their Information Technology Security Policies to
address emerging threats, technological changes, and regulatory requirements.

7.4 The provisions of all Executive Branch IT (EBIT) Security Policies, insofar as they are not
explicitly covered in this policy, are incorporated by reference and made an integral part of
this policy. In the event of any conflict between this policy and the EBIT Security Policies,
the provisions of the EBIT Security Policies shall prevail.

RESPONSIBILITIES:
8.1 Heads of Entities must establish procedures to ensure compliance with this policy.

8.2 The Chief Information Security Officer (CISO), Executive Branch, is responsible for
maintaining this policy.

ENFORCEMENT:

9.1 Non-compliance with this policy may result in disciplinary action, including termination of
employment for severe violations.

9.2 Written approval from the Kansas Information Security Office (KISO) is required for any
exception to this policy.

CANCELLATION: This policy cancels and supersedes all previous versions.
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